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Abstract— Effective deployment of Real Time 

Distributed Network Intrusion Detection Systems (DNIDS) 

on High-speed and large-scale networks within limited 

budget constraints is a challenging task. In this paper we 

investigate algorithms aiming at optimizing the 

deployment of DNIDS systems. We use Group 

Betweenness Centrality (GBC) as an approximation of the 

DNIDS deployment utility. In this work we use two cost 

models. The first cost model assumes that all network 

intrusion detection devices have the same cost. The second 

model assumes that the cost of the device is relative to the 

traffic load on the network node on which it is installed.  

We evaluate two algorithms for finding the most 

prominent group in these cost models. The first algorithm 

is based on greedy choice of vertices and the second is 

based on heuristic search and finds the optimal 

deployment locations. We investigate combinations of 

heuristic functions based on solution cost and on solution 

utility and different node ordering strategies. We show 

that intelligent choice of the heuristic functions and node 

ordering can speed up the search. Empirical evaluation 

shows that while in the first cost model the greedy 

algorithm produces results that are negligibly close to 

optimal in the second cost model the difference between 

optimal and suboptimal solutions can be significant. 

 

Keywords- Cost Deployment, Large-scale Networks, Group 
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I.  INTRODUCTION 

Distributed Network Intrusion Detection Systems (DNIDS) 

are commonly used for protecting large computer networks 

[14, 15]. Typical DNIDS is composed of multiple units 

scattered over the network. Awareness of the need for 

protection using DNIDS, and subsequently choosing the 

DNIDS that best fit the company’s needs are important steps 

in the mission for general information security [12]. These 

steps only complete the initial stages of a comprehensive 

DNIDS implementation process. After selecting and 

purchasing the optimal DNIDS, a company must properly and 

efficiently deploy it throughout the organization [13]. The 

placement of the DNIDS units in large-scale networks is not 

that obvious.  

Different Network DNIDS cost models were proposed in 

the literature. In this article we use two DNIDS cost models. 

The first cost model assumes that all network intrusion 

detection devices have the same cost. The second model 

assumes that the cost of the device is relative to the traffic load 

on the network node on which it is installed. We extend 

previous works by incorporating the cost modeling into the 

heuristic search algorithm [10] and the greedy approximation 

algorithm [27]. We investigate combinations of heuristic 

functions based on solution cost and on solution utility and 

different node ordering strategies showing that intelligent 

choice of the heuristic functions and node ordering strategy 

makes it possible to compute optimal location of IDS's in 

medium and large scale networks. We also show that while in 

the first cost model the greedy algorithm produces results that 

are negligibly close to optimal in the second cost model the 

difference between optimal and suboptimal solutions can be 

significant enough to warrant using heavier, heuristic search 

algorithms.  

 In this article we define the deployment cost model for 

DNIDS and present the cost effective deployment of DNIDS 

based on implementation of experiments in our simulation 

environment. This work is expansion of previous works that 

were presented in articles [10 and 17]. In our paper, we 

propose a cost-benefit analysis methodology and build a cost 

model based on location of sensors in large scale networks, 

while the organization's budget is limited and IDS's units have 

different costs. We propose a new framework aiming at 



optimizing the cost deployment of DNIDS systems by using 

new cost and utility heuristics.  

The rest of the paper is organized as follows. In Section 2, 
we review current DNIDS deployment cost methods. The 
deployment algorithms are formulated in Section 3. We present 
the evaluation results based on simulations in Section 4. 
Finally, conclusions are presented in Section 5. 

II. RELATED WORK 

In [1-9] the authors propose various cost models for 

network intrusion detection systems. But, they do not address 

the problem of finding where to place DNIDS units in a large-

scale network in order to maximize the protection of critical 

assets.  

In the papers [10-11] Group Betweenness Centrality (GBC) 

is used to evaluate the prominence of a group of vertices in 

communication networks. This work assumed that the cost of 

all IDS's is a unit cost. In these papers the authors present two 

algorithms for finding the most prominent group. The first 

algorithm is based on heuristic search and the second is based 

on iterative greedy choice of vertices. The algorithms were 

evaluated on random and scale-free networks. Empirical 

evaluation suggests that the greedy algorithm results were 

negligibly below the optimal result. In addition, both 

algorithms performed better on scale-free networks: heuristic 

search was faster and the greedy algorithm produced more 

accurate results. The results of this work give us the optimal 

placement of the sensors in the network when the 

organization's budget is unlimited. Only few works focus also 

on the budgeted maximum coverage problem [17, 24]. 

The area of deploying measurement points in the network 

and studying their characteristics is described in [18-25]. The 

work [18] focuses on evaluating heuristic algorithms for 

placing a fixed set of tracers in generated topologies. While 

the work mentions diminishing improvements as the number 

of tracers is increased, it does not quantify the effect with 

respect to tracer placement. The paper [20] examines the 

optimization problem of finding a minimum cardinality set of 

nodes to filter in the network such that no spoofed packet can 

reach its destination. It was also proved that under certain 

routing conditions a greedy heuristic for the filter placement 

problem yields an optimal solution. Paper [23] assume that 

static placement of monitors cannot be optimal given the 

short-term and long-term variations in traffic due to re-routing 

events, anomalies and the normal network evolution. 

Therefore, the authors reformulate the placement problem as 

follows: given a network where all links can be monitored, 

which monitors should be activated and which sampling rate 

should be set on these monitors in order to achieve a given 

measurement task with high accuracy and low resource 

consumption. Paper [24] studies the problem of minimizing 

the number of devices and finding optimal locations for 

passive and active monitors. The authors formulate heuristic 

solutions, based on a combinatorial view of the problem. 

Paper [25] analyzes the problem of how to place monitors 

such that they see as much traffic as possible between sources 

and destinations randomly distributed in the routable Internet 

address space. Works [18-25] studied deployment 

characteristics of measurement equipment in communication 

networks, but they not focus on the budget problem. 

The paper [16] presents the first approximation algorithm 

for the budgeted maximum coverage problem. Based on [16], 

the paper [17] considers the problem of where to place 

monitors within the network and how to control their 

sampling. To address the tradeoff between monitoring cost 

and monitoring coverage, authors consider minimum cost and 

maximum coverage problems under budget constraints. The 

study proposes greedy heuristics, and show that the heuristics 

provide solutions quite close to the optimal solutions through 

experiments using synthetic and real network topologies with 

small size of vertices.  

III. OPTIMIZING DNIDS DEPLOYMENT LOCATIONS 

We represent a network as a graph, G(V,E), where V and E 
⊆  V x V denote the set of nodes and links, respectively. G is 

weighted, directed, and connected graph. Let tcost be the 

budget of the organization to install a limited number of IDS 

appliances in the network. There are several types of IDS's 

that differ by their cost and bandwidth they can handle. 

Working premise is that the bandwidth of the links that arrives 

through vertices is variable and we assume to use different 

types of IDS for assorted sorts of the vertices.  Let 

( )ki ccCc ,...,1⊂  be the cost of an IDS appliance of the i-th 

vertices. Since the cost to place an IDS at a specific vertices 

may depend on bandwidth of the link, the deployment cost to 

monitor vertices i, 
ic , can differ from vertex to vertex. In 

determining the number of IDS's and the cost of each IDS, we 

are interested in the tradeoff between IDS cost and IDS 

coverage. We use }1,0{∈iy to indicate whether an IDS is 

deployed at vertex i. Hence, the total deployment cost is:  

tcost 
iSi i yc∑ ∈

≥ .  (1) 

Betweenness Centrality (BC) is considered to be a good 

approximation for the quantity of information passing through 

a vertex in communication networks. Everett and Borgatti [26] 

defined Group Betweenness Centrality (GBC) as a natural 

extension of the Betweenness measure. GBC can be used to 

estimate the influence of a group of vertices over the 

information flow in the network. We use GBC [26] to 

represent the utility of DNIDS deployed on a selected set of 

vertices. Using the algorithm presented in [11] GBC of large 

number of sets of vertices can be evaluated rapidly.  

The budgeted maximum coverage problem investigated in 

this paper is defined as follows. The objective is to determine 

a set of vertices VS ⊆' , such that the deployment utility 

(GBC(S')) is maximized, while the total cost of deploying 

DNIDS on vertices in S ′ is less than a given budget tcost.  

In order to identify sets of the most significant vertices in 

affecting the communication flowing between parties in 

representative network we use a heuristic search algorithm 

based on Depth First Branch and Bound (DFBnB). DFBnB 



performs a depth-first search of the tree but uses a global 

threshold for pruning nodes. This threshold is the best solution 

that has been found so far. At the beginning of the search, this 

threshold is set to infinity and DFBnB arrive a solution in one 

dive into the tree. The threshold is set to the cost of that 

solution and the depth-first search process is continued until a 

better solution is found. When we arrive at a node where the 

cost function is greater than the current threshold we know 

that solutions under that node will not be better than the best 

solution and the sub-tree under that node can then be pruned. 

DFBnB begins with solution and improves it until it attains the 

optimal solution. It then keeps searching the tree to verify that 

a better solution is not feasible. Thus, in that sense, DFBnB is 

an anytime algorithm.  

The search tree used by the algorithm in this paper is 

defined similarly to [10]. Every node in the search tree 

represents a partial set of vertices chosen as locations of 

DNIDS devices. To avoid confusion we will refer by the term 

node to a part of the search tree and by the term vertex to an 

element of the communication network. The total budget 

required to deploy DNIDS devices on these vertices is always 

less than or equals to tcost. Along with the set of chosen 

vertices every node in the search tree is also associated with a 

set of candidate vertices. The left child of a node in the search 

tree is produced by rejecting one of the candidate vertices, i.e. 

having the same set chosen vertices and a set of candidate 

vertices whose cardinality is reduced by one. The right child 

of the node is produced by moving one vertex from the 

candidates set to the set of chosen vertices (accepting the 

vertex). When visiting a node the algorithm should determine 

the candidate vertex to be rejected or accepted next. The 

following strategies describe four methods of ordering vertices 

and determining the best candidate in our experiments: 

RND – no ordering, we choose the random candidate; 

HU – we choose the candidate with highest utility (GBC); 

HU/C – determining the candidate with highest utility 

(GBC) per unit of cost; and 

LC – determining the candidate with the lowest cost. 

During the search we have two bounds: (1) the maximal 

utility (GBC) found so far and (2) the budget limit (tcost). 

To simplify the following discussion we will refer to GBC 

of the partial set of vertices associated with the node C as its 

utility. Let g(C) denotes the utility of the node C. Let h(C) 

denotes an upper bound on the maximal utility that can be 

gained by exploring the sub-tree rooted at C. The function 

f(C)=g(C)+h(C) estimates the maximum utility of nodes in the 

sub-tree rooted at the node C. Pruning decisions made during 

the search are based on the value of f(C) and the maximal 

GBC found so far. We can guarantee that the heuristic search 

will find the optimal solution only if the function f(C) is an 

upper bound on the maximal GBC that can be found within the 

sub-tree rooted at C [10]. If this upper bound is below the 

maximal GBC found so far, the sub-tree is pruned, otherwise it 

is explored in hope of finding a group of vertices with higher 

GBC. We propose six different heuristic functions h(C) for 

estimating the maximal gain in GBC that can be acquired 

during examination of the sub-tree rooted at C. The first 

function is a trivial heuristic: 

0UH  = ∞ . (2) 

The second function is defined as follows: 

1UH  = budgetremaining
c

u i _* , (3) 

where 
iu is the utility of the current candidate i, 

ic is the cost 

of the current candidate and remaining_budget is the budget 

less the cost of candidates in the vertices set. 

The third function 
2UH is defined as: 

2UH =
i

i

i c
c

u
*∑ . (4) 

 The last heuristic function is the most accurate one and the 

most computationally extensive. We compute 
2UH  similarly 

to a solution of floating point Knap-Sack problem, where 

partial items are allowed. Let S be the set of vertices 

associated with the node C. Let ui be the marginal utility of the 

candidate vertex i, )(}){( SGBCiSGBCu i −∪= . In order 

to compute 
2UH  we order the candidate vertices according to 

their marginal utility per unit of cost (ui/ci). Finally, we choose 

as many vertices as it is required to fit into the budget 

constraint. The last item can be chosen partially in order to fit 

into the budget constraint exactly. It is especially important to 

utilize the whole budget when computing 
2UH  in order to 

preserve admissibility of this heuristic function. 

The forth function is the trivial heuristic also and is defined 

as: 

0CH = 0. (5) 

The fifth heuristic function is defined as: 

1CH  = utilityrequiring
u

c

i

i _* .  (6) 

The definition of 
1CH  is symmetrically to definition of 

1UH . 

Heuristic function 
2CH is defined as: 

2CH = utilityremaining
u

c

i

i _*∑ , (7) 

where definition of 
2CH  is symmetrically to definition of 

2UH . We use combination of heuristic functions that are 

formulated above in DFBnB. Using combination of heuristics 

in search algorithm is not trivial. We compare the power of 

each function and we check how combination of Utility 

Heuristics and Cost Heuristics changes the result. 

In the second algorithm we use greedy approach [10]. 

Greedy algorithm for locating an influential group of vertices 

chooses k vertices with the highest individual Betweenness. 

We will denote this algorithm as TopK. The k vertices with 

highest individual Betweenness can be selected after single 

execution of the algorithm that computes BC for all vertices in 

the graph. 



In this work we also compare two cost models: 

cost_model(0) and cost_model(1). The first cost model 

assumes that all IDS's have the same cost [10]. The second 

model assumes that the cost of the IDS is relative to the 

bandwidth. Results of the executed experiments are presented 

in the next section.  

IV. EXPERIMENTAL RESULTS 

The algorithms were evaluated on random networks for 

various group sizes. In order to choose the best heuristic, we 

tested the proposed algorithm for n = 100, 200, 300, 400, 500 

and 600, where n is the number of vertices in the network. 

Some of the results are presented in Tables [1-6]. All tables 

present averaged results of executions over ten networks.  

Table [1] presents the experimental results from the 

network with 500 vertices and budget = 3000. From the 

received results we can see that combination of Utility 

Heuristics such as 
1UH , 

2UH and Cost Heuristics such as 

0CH , 
1CH , 

2CH , when node ordering is HU gives the best 

results (see lines 13-18 of Table [1]). We can also see that 

experiments with 
0UH and

2CH , when node ordering is HU 

have the best running time result (e.g. line 12 of Table [1]). 

The best running time per node we get when we have the 

combination of 
0UH  and

0CH  (e.g. lines 1, 10, 19 and 28 of 

Table [1]). From empirical results, we see that the running 

time of the algorithm that used the node ordering when the 

first candidate was the vertex with highest utility was better 

than algorithms with other node ordering functions. Moreover, 

there is no significant difference between results 

whether
0CH , 

1CH or 
2CH  (e.g. Tables [1-2]). It means that 

the Utility Heuristic is so strong, that it will be enough to use 

only this heuristic in order to decide where to put the multiply 

units over the network. Furthermore, from lines 3, 12, 21 and 

30 of Table [1] we notice that heuristic function 
2CH  as 

strong as heuristic function 
2UH  and can be used instead of 

2UH , especially when the runtime is significant. We draw the 

same conclusion for other number of nodes and budget.  

In another set of experiments, we compared the 

computation time of the TopK Algorithm and the DFBnB for 

all heuristic functions. Tables [3-4] present comparison of two 

search algorithms: greedy and heuristic. The running time of 

greedy algorithm appeared to be better than the running time 

of heuristic algorithms. However, the solution utility of greedy 

algorithm worse than the solution utility of Heuristic Search 

algorithm. 

Tables [3-4] present also empirical results of two cost 

models: cost_model(0) and cost_model(1). When we use 

cost_model(0) the combination of 
1UH and 

2CH  has the best 

result. In the case of cost_model(1) the combination of 

2UH and 
0CH or 

1CH or 
2CH gives the lowest number of 

visited nodes and the best running time. When we compare the 

results of greedy algorithm in both models we see that greedy 

TABLE I.  EXPERIMENTAL RESULTS OF NETWORK WITH 500 

VERTICES; BUDGET = 3000; COST_MODEL(1) 

TABLE III.  TYPICAL EXECUTION OF GREEDY AND HEURISTIC 

SEARCH ALGORITHMS  (THE COST OF THE IPS IS RELATIVE TO THE 

BANDWIDTH); BUDGET = 5000; NODE ORDERING IS HU; COST_MODEL(1) 

TABLE II.   EXPERIMENTAL RESULTS OF NETWORK WITH 500 

VERTICES; BUDGET = 5000; NODE ORDERING IS HU;  COST_MODEL(1)  

 



algorithm in cost_model(1) gives results that closer to the 

optimal than in cost_model(0) (e.g. line 1 of Tables [3-4]). 

V. CONCLUSION 

In this paper we presented the new method to optimize the 

cost/benefit deployment of DNIDS systems in the large scale 

networks. The method was based on identifying the most 

significant links in affecting the communication flowing 

between parties in the network according to the GBC measure. 

In our work we used combination of six heuristic functions by 

using search based on Depth First Branch and Bound 

(DFBnB). Two different cost models were used. The first cost 

model assumed that all IDS's have the same cost. The second 

model assumed that the cost of the IDS is proportional to the 

bandwidth. From empirical results, we saw that the running 

time of the algorithm that used the node ordering when the 

first candidate was the vertex with highest utility was better 

than algorithms with other node ordering functions. Utility 

heuristics are necessary to get better solution utility results. 

However, there is no significant difference between results 

when using cost heuristics. It means that the Utility Heuristic 

is so strong, that it will be enough to use only this heuristic in 

order to decide where to put IDS units over the network. We 

also compared the running time of greedy algorithm with 

heuristics search algorithms. The running time of greedy 

algorithm appeared to be better than the running time of 

heuristic algorithms, but the solution utility of greedy 

algorithm worse than the solution utility of Heuristic Search 

algorithm. 
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TABLE IV.  TYPICAL EXECUTION OF GREEDY AND HEURISTIC SEARCH 
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